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Professional Summary:

· Accomplished Senior DevOps Engineer with 12+ years of experience delivering enterprise cloud-native platforms using CI/CD Pipelines, Jenkins, GitHub Actions, Azure DevOps Pipelines, AWS CodePipeline, AWS CodeBuild, AWS CodeDeploy, Git, SVN and GitOps practices. Expertise in automation, release optimization and scalable deployments across enterprise systems with strong focus on DevSecOps, cloud engineering and reliability engineering.
· Skilled in architecting highly available and fault-tolerant infrastructure solutions across Amazon EC2, Amazon Elastic Kubernetes Service (EKS), Amazon ECS, AWS Fargate, Azure Virtual Machines, Azure Virtual Machine Scale Sets, Azure Kubernetes Service (AKS), Google Compute Engine (GCE), Elastic Load Balancer (ELB), AWS Application Load Balancer (ALB), Azure Load Balancer and Azure Traffic Manager, enabling horizontal scaling, workload distribution and cost-optimized resource utilization for mission-critical enterprise systems.
· Experienced in engineering containerized microservices ecosystems using Docker, Kubernetes, Amazon Elastic Kubernetes Service (EKS), Azure Kubernetes Service (AKS), Amazon ECS, AWS Fargate, Helm, NGINX Ingress Controller and ArgoCD, ensuring seamless orchestration, service isolation, rolling deployments and zero-downtime releases across hybrid and multi-cloud environments.
· Hands-on in designing and implementing Infrastructure as Code (IaC) solutions using Terraform, AWS CloudFormation, Azure Resource Manager (ARM Templates), Bicep and Crossplane, automating infrastructure provisioning, enabling environment reproducibility and ensuring configuration consistency across development, QA and production environments.
· Adept at establishing enterprise-grade DevSecOps frameworks by integrating AWS IAM, AWS KMS, AWS Secrets Manager, Azure Active Directory (Microsoft Entra ID), Azure Policy, Azure Key Vault, Microsoft Defender for Cloud, HashiCorp Vault, Google Cloud IAM, Google Cloud KMS, Veracode and SonarQube, enforcing centralized identity management, encryption standards and secure secrets governance.
· Proficient in building comprehensive observability ecosystems leveraging Amazon CloudWatch, CloudWatch Logs, AWS X-Ray, Azure Monitor, Azure Log Analytics, Azure Application Insights, Google Cloud Operations Suite, Prometheus, Grafana, ELK Stack, Elasticsearch, Logstash, Kibana, Splunk, OpenTelemetry and Nagios, delivering real-time monitoring, log aggregation, distributed tracing and proactive alerting.
· Well-versed in enabling scalable event-driven architectures using AWS Lambda, AWS Step Functions, Amazon EventBridge, Amazon SQS, Amazon SNS, Azure Functions, Azure Event Grid, Azure Service Bus, Google Cloud Functions and Google Pub/Sub, supporting asynchronous processing and real-time system communication.
· Expertise in designing and optimizing secure data platforms utilizing Amazon S3, Amazon RDS, Azure Blob Storage, Azure SQL Database, Google Cloud Storage (GCS) and governed cloud-native storage services, ensuring reliable data ingestion, secure storage and seamless system integration.
· Knowledgeable in integrating automated testing and validation frameworks using JMeter, Locust, SonarQube, OWASP Dependency-Check, Veracode and enterprise vulnerability scanning solutions, embedding performance, security and code quality checks into CI/CD pipelines.
· Extensive experience implementing GitOps-driven deployment strategies using ArgoCD, Helm, declarative infrastructure models and automated drift detection and remediation practices, enabling version-controlled infrastructure and continuous delivery.
· Capable of evaluating and implementing modern platform engineering and cloud-native service communication patterns utilizing Istio, Linkerd, Dapr, KEDA and Crossplane through proof-of-concept initiatives and architectural assessments.
· Well-grounded in automating configuration management across enterprise environments using Ansible, Puppet and Chef, ensuring consistent configurations, compliance enforcement and efficient infrastructure operations.
· Proven ability to engineer advanced traffic management and load balancing solutions using NGINX, NGINX Ingress Controller, AWS Application Load Balancer (ALB), Elastic Load Balancer (ELB), Azure Load Balancer, Azure Traffic Manager and Google Cloud Load Balancing, optimizing request routing and ensuring high availability.
· Demonstrated experience establishing regulatory compliance frameworks aligned with PCI-DSS, SOX and HIPAA, ensuring secure handling of sensitive financial, healthcare and customer data.
· Efficient in developing automation solutions using Python, Bash, PowerShell and Shell Scripting, streamlining deployment workflows, operational maintenance, system administration and infrastructure automation.
· Versatile in managing enterprise artifact repositories using JFrog Artifactory, Nexus Repository and dependency management platforms, supporting artifact versioning, package governance and CI/CD integration.
· Proficient in supporting hybrid application deployments using Apache Tomcat, enabling seamless integration of legacy enterprise applications with modern DevOps pipelines and cloud-native ecosystems.
· Experienced in enterprise release governance utilizing rollback automation, approval workflows, audit controls, continuous delivery methodologies and structured Release Management practices.
· Strategic in designing scalable architectures aligned with Microservices Architecture, Event-Driven Architecture, Containerization, Platform Engineering, Cloud Migration and DevSecOps principles.
· Reliable in leading enterprise cloud transformation initiatives across AWS, Azure and GCP, modernizing legacy systems into resilient cloud-native platforms through automation-first engineering approaches.
· Proven expertise delivering domain-driven solutions across Payments Processing (ACH, Wires, Real-Time Payments), Digital Banking Platforms, Claims Processing Systems, Healthcare Applications, E-Commerce Platforms, Order Management Systems and Retail Fulfillment Solutions, ensuring scalable, secure and high-performing enterprise applications.

Certifications

· Microsoft Certified: Azure DevOps Engineer Expert
· Microsoft Certified: Azure Solutions Architect Expert
Professional Experience

Client: Capital One, VA                                                                                                                             Jan 2024 - Present
Sr. DevOps Engineer

Responsibilities: 
· Spearheaded cross-functional engineering initiatives for Banking Payments & Digital Channels (ACH, Wires, Real-Time Payments) by designing resilient CI/CD pipelines using Jenkins, GitHub Actions and Git, seamlessly integrating deployment stages with Amazon EC2 in AWS to enable automated release cycles, governed rollouts and end-to-end traceability across regulated banking ecosystems.
· Developed scalable microservices execution frameworks leveraging Docker, Kubernetes, Helm and GitOps methodologies, ensuring consistent containerization, repeatable deployments and enterprise-grade orchestration standards within AWS environments.
· Enabled advanced serverless automation capabilities using AWS Lambda, integrating event-driven workflows with Amazon EventBridge and CI/CD pipelines to eliminate manual dependencies and ensure consistent execution across enterprise banking applications.
· Fortified platform security for banking workloads handling sensitive payment and account data through layered controls using AWS IAM, AWS KMS, HashiCorp Vault, AWS Secrets Manager, SonarQube and Veracode, establishing encrypted secret management, policy-driven access enforcement and PCI-DSS-aligned DevSecOps practices across AWS workloads.
· Designed and provisioned cloud infrastructure using Terraform, AWS CloudFormation and Ansible, delivering declarative infrastructure models, automated drift detection, reusable modules and consistent lifecycle governance across development, testing and production environments.
· Architected comprehensive observability frameworks using Amazon CloudWatch, CloudWatch Logs, Prometheus, Grafana, ELK Stack, Splunk, OpenTelemetry and AWS X-Ray, enabling real-time monitoring, centralized logging, distributed tracing and proactive alerting for mission-critical systems deployed on AWS.
· Collaborated with DevOps and release management teams to streamline regulated banking application deployments by implementing CI/CD pipelines supporting automated releases, gated approvals, rollback mechanisms and audit controls, ensuring governance, compliance and controlled production rollouts.
· Integrated automated validation and testing mechanisms using JFrog Artifactory, SonarQube, Veracode, JMeter and Locust, embedding performance testing, vulnerability scanning, dependency validation and code-quality enforcement into release pipelines.
· Conducted strategic engineering POCs evaluating ArgoCD and Crossplane, analyzing GitOps adoption, cluster lifecycle automation, declarative infrastructure maturity and platform engineering capabilities for future-state architectures.
· Standardized configuration management using Ansible, automating baseline configurations, patch management, compliance enforcement and environment consistency across hybrid cloud and on-premises infrastructures.
· Engineered enterprise-grade container orchestration platforms on Amazon Elastic Kubernetes Service (EKS), incorporating namespace isolation, node lifecycle management, GitOps-driven deployments and scalable workload strategies for continuous delivery across AWS environments.
· Designed advanced ingress and traffic routing solutions using NGINX Ingress Controller, AWS Application Load Balancer (ALB) and AWS Network Load Balancer (NLB), enabling resilient request routing, SSL termination and secure communication across distributed microservices architectures.
· Automated operational workflows using Python and Bash, embedding rollback automation, dependency validation, environment cleanup routines and infrastructure compliance checks within CI/CD pipelines.
· Established robust audit and compliance mechanisms using AWS Security Hub, AWS CloudTrail, AWS IAM and Amazon CloudWatch, enabling threat detection, security posture assessment, compliance reporting and automated response workflows.
· Designed automated scaling solutions using Kubernetes Horizontal Pod Autoscaler (HPA), Amazon EKS Cluster Autoscaler, event-driven triggers and storage optimization leveraging Amazon S3, ensuring consistent performance during fluctuating workload demands.
· Modernized legacy banking applications by implementing container-first designs with Docker, Amazon EKS and Helm, enabling operational efficiency, reduced deployment friction and improved horizontal scalability.
· Centralized credential and secret lifecycle management using HashiCorp Vault, AWS Secrets Manager and AWS KMS, ensuring encrypted storage, secure retrieval workflows and automated rotation aligned with enterprise compliance mandates.
· Strengthened reliability engineering maturity through distributed tracing with OpenTelemetry and AWS X-Ray, log enrichment using ELK Stack and Splunk, and SLO-driven monitoring using Grafana, with monitoring-as-code templates embedded into provisioning pipelines.
· Performed enterprise-scale load testing and resilience evaluations using JMeter and Locust, validating system robustness, scalability and performance under real-world banking transaction workloads.
· Adopted full GitOps lifecycle management using ArgoCD, enabling declarative application delivery, continuous reconciliation, automated drift detection, controlled remediation and cluster state integrity across all environments.
· Collaborated with architects, SREs and platform engineering teams to evaluate emerging DevOps technologies, Infrastructure-as-Code innovations and container orchestration frameworks through structured POCs, engineering benchmarks and architectural reviews.
· Championed continuous transformation across automation, observability, DevSecOps and platform engineering by establishing scalable frameworks, reusable templates, lifecycle automation models and engineering accelerators supporting enterprise banking modernization initiatives.
· Partnered with cross-functional teams utilizing Jira and Confluence to support Agile delivery, sprint planning, release governance, production readiness reviews and documentation management across Payments and Digital Banking platforms.

Client: Valenz Health, PA                                                                                                                       Jan 2020 – Dec 2023
Sr. DevOps Engineer

Responsibilities:
· Directed cross-functional engineering teams spanning development, QA, SRE and security to advance the Claims Processing platform, fostering collaborative delivery models, institutionalizing DevOps practices and accelerating cloud-native transformation across distributed healthcare systems while supporting HIPAA-compliant application delivery.
· Architected enterprise-scale CI/CD pipelines using Azure DevOps Pipelines, GitHub Actions and Git, enabling streamlined build automation, governed release workflows, approval orchestration and reliable deployments for mission-critical claims processing applications across multiple environments.
· Engineered scalable microservices runtime environments on Azure Kubernetes Service (AKS) utilizing Docker, Helm, NGINX Ingress Controller and Azure Container Registry (ACR), ensuring optimized workload scheduling, efficient pod lifecycle management and resilient compute patterns for high-volume healthcare transactions.
· Strengthened end-to-end security posture by integrating Azure Key Vault, Managed Identities, RBAC, Azure Policy and Microsoft Defender for Cloud, establishing encrypted secret management, fine-grained access controls and robust PHI/PII protection aligned with healthcare compliance standards.
· Designed and implemented comprehensive observability frameworks using Azure Monitor, Azure Log Analytics, Application Insights and Grafana, while evaluating and adopting OpenTelemetry for distributed tracing across cloud-native applications.
· Embedded automated quality assurance and security validation using SonarQube, OWASP Dependency-Check, Microsoft Defender for Cloud, compliance gates and vulnerability scanning tools, ensuring CI/CD pipelines consistently enforce healthcare regulatory requirements and code quality benchmarks.
· Automated infrastructure provisioning using Terraform and ARM Templates, delivering reusable Infrastructure-as-Code frameworks, drift detection and remediation workflows and consistent lifecycle management across development, QA and production environments.
· Modernized legacy batch-processing workflows by containerizing core claim-processing components using Docker, AKS, Helm and Azure Container Registry (ACR), improving deployment consistency, execution efficiency and cross-environment portability.
· Enhanced system resilience and recovery through automation with Python and Bash, implementing rollback strategies, dynamic configuration generation and Kubernetes health-check routines to minimize downtime during peak claim-processing cycles.
· Conducted strategic POCs leveraging Azure Functions, KEDA, Dapr, Istio and Linkerd, validating event-driven architectures, distributed workflow optimization and service mesh capabilities for healthcare transaction processing and integration scenarios.
· Standardized configuration governance using Ansible, automating patch management, system state enforcement, compliance remediation and configuration consistency across hybrid infrastructure environments.
· Strengthened reliability engineering by implementing advanced routing via NGINX Ingress Controller, incorporating traffic management strategies, failure-handling mechanisms and blue-green/canary deployment models to ensure uninterrupted claims processing services.
· Enhanced auditability and security intelligence through Azure Monitor, Log Analytics, custom alerting rules and telemetry pipelines, enabling proactive anomaly detection, operational visibility and compliance monitoring across claims ingestion, adjudication and downstream integrations.
· Managed secure and compliant data workflows using Azure SQL Database, Azure Event Grid, Managed Identities and governed ingestion mechanisms, ensuring HIPAA-aligned data integrity, retention policies and seamless interoperability across healthcare systems.
· Established enterprise DevOps governance by standardizing reusable Helm Charts, Terraform Modules, Azure DevOps Pipeline Templates and deployment standards, improving engineering consistency and accelerating onboarding across delivery teams.
· Orchestrated modernization of legacy on-premises claims platforms into cloud-native ecosystems using Azure Landing Zones, Virtual Networks (VNet), VNet Peering and secure network segmentation strategies, enabling scalable and secure enterprise adoption.
· Executed performance and resilience validation using JMeter and Locust, simulating peak healthcare workloads, stress-testing critical services and assessing system behavior under load to ensure operational readiness.
· Advanced enterprise automation by developing scalable DevSecOps frameworks utilizing Terraform, Azure DevOps, Ansible, Azure Policy and observability models, enhancing delivery velocity while maintaining compliance and operational integrity.
· Optimized service reliability by refining deployment architectures on AKS, improving resource utilization through Kubernetes-native scaling capabilities and embedding continuous improvement practices focused on reducing errors, increasing throughput and driving operational excellence.
· Collaborated with architects, platform teams and business stakeholders using Jira and Confluence, supporting Agile delivery, sprint planning, release governance, operational reviews and documentation management across enterprise healthcare initiatives.

Client: CFNA, Ohio			                                                                                            Sep 2017 – Dec 2019
DevOps Engineer

Responsibilities:
· Directed cross-functional teams across development, QA, operations and security to enhance the Payments Processing ecosystem (ACH, wires, settlement systems), driving DevOps adoption, release standardization and engineering excellence across core banking transaction platforms.
· Engineered enterprise CI/CD orchestration using Jenkins, AWS CodePipeline, AWS CodeBuild, AWS CodeDeploy and Git, enabling automated builds, structured release workflows, artifact governance and efficient delivery of payment-processing microservices.
· Built scalable containerized execution platforms using Docker deployed on Amazon ECS with AWS Fargate, optimizing microservice lifecycle management, resource utilization and workload scalability for high-volume transaction processing and settlement operations.
· Improved cloud compute efficiency by architecting resilient infrastructure using Amazon EC2, Auto Scaling Groups, Elastic Load Balancer (ELB) and AWS Systems Manager (SSM), ensuring high availability and predictable performance for real-time payment and batch settlement services.
· Strengthened platform security by implementing AWS IAM, AWS KMS, AWS Secrets Manager, AWS Config, AWS WAF and Amazon GuardDuty, establishing secure access governance, encrypted transaction data handling and protected credential flows aligned with PCI-DSS and SOX compliance requirements.
· Automated infrastructure provisioning using Terraform and AWS CloudFormation, enabling reusable infrastructure modules, standardized environments, infrastructure consistency and controlled Infrastructure-as-Code lifecycle management across payment processing platforms.
· Enhanced observability frameworks using Amazon CloudWatch, Elasticsearch, Logstash, Kibana and Splunk, enabling real-time monitoring, centralized log analytics, performance diagnostics and operational visibility across transaction processing pipelines.
· Strengthened SDLC governance by integrating automated quality and security validations using SonarQube, Nexus Repository, compliance scanners and automated policy checks, ensuring code quality, dependency management and regulatory alignment within CI/CD pipelines.
· Modernized legacy batch-driven payment workflows by containerizing core processing components using Docker, Amazon ECS and AWS Fargate, improving execution efficiency, deployment consistency and portability across hybrid financial environments.
· Improved operational resilience through automation using Python and Bash, implementing rollback mechanisms, diagnostic scripts, automated recovery workflows and operational tooling to minimize downtime in payment processing systems.
· Conducted strategic POCs leveraging AWS Lambda, AWS Step Functions and Amazon CloudWatch Events, evaluating event-driven architectures, workflow orchestration capabilities and real-time payment processing patterns for settlement modernization initiatives.
· Standardized configuration governance using Ansible and AWS Systems Manager (SSM), enabling consistent patching, configuration management, compliance enforcement and operational standardization across multi-environment infrastructure layers.
· Enhanced routing reliability using NGINX, implementing resilient traffic management, failover strategies, load-balancing mechanisms and blue-green deployment patterns to ensure uninterrupted payment and transaction processing services.
· Expanded audit and compliance visibility using AWS CloudTrail, Amazon CloudWatch, AWS Config and centralized logging frameworks, implementing telemetry enrichment, anomaly detection and event correlation aligned with financial regulatory requirements.
· Managed secure financial data workflows using Amazon S3, AWS SQS, AWS SNS and Amazon EventBridge, enabling durable storage, asynchronous messaging and reliable event propagation across distributed payment and settlement systems.
· Established DevOps standardization by developing reusable AWS CloudFormation Templates, shared Terraform Modules, CI/CD accelerators and deployment standards, improving engineering consistency and accelerating onboarding across banking technology teams.
· Led modernization initiatives by designing transformation blueprints, refining cloud migration strategies, evaluating emerging AWS services and embedding automation-first principles across payment processing and settlement platforms.
· Collaborated with architects, platform engineering teams and business stakeholders using Jira and Confluence, supporting Agile delivery, release governance, operational reviews, compliance documentation and continuous improvement initiatives across banking technology programs.

Client: Staples Inc, Seattle					                                                    Nov 2014 - Aug 2017
Software Associate
     
     Responsibilities: 
· Collaborated with development, QA and operations teams to support build, deployment and release activities for enterprise E-Commerce, Order Management and Inventory Management applications. 
· Configured and maintained Jenkins Continuous Integration pipelines to automate application builds, scheduled jobs and deployment processes across Development, QA and UAT environments.
· Managed source code repositories using Git and SVN, performing branching, merging and repository maintenance to support multiple release cycles.
· Automated Java application build processes using Maven and Ant, improving build consistency and reducing manual intervention.
· Maintained and managed build artifacts using Nexus Repository and JFrog Artifactory, ensuring version control and availability of deployment packages across environments.
· Deployed Java web applications to Apache Tomcat servers, performing deployment validation, application health checks and post-deployment verification.
· Assisted in administering Linux servers by monitoring system performance, managing user accounts, reviewing logs and troubleshooting application deployment issues.
· Developed automation scripts using Python, Shell Scripting and Bash to automate routine deployment tasks, log analysis, file transfers and environment maintenance activities.
· Supported configuration management using Puppet and Chef, automating software installation, configuration updates and maintaining consistency across development and test environments.
· Configured and maintained NGINX as a reverse proxy and load balancer to improve application availability and efficiently route client requests to backend application servers.
· Monitored application and infrastructure health using Nagios, proactively identifying system issues and coordinating with support teams for timely resolution.
· Assisted in troubleshooting build failures, deployment issues and environment-related defects by collaborating with development and QA teams to minimize release delays.
· Coordinated application deployments by preparing deployment packages, validating release checklists and supporting production releases with rollback procedures when necessary.
· Maintained build and deployment documentation, release procedures and operational runbooks to support standardized release management processes.
· Supported Agile software development by participating in sprint planning, daily stand-ups and issue tracking using JIRA, ensuring timely completion of assigned tasks.
· Performed post-deployment smoke testing and environment validation to verify application stability and functionality after each release.
· Assisted in implementing deployment best practices and release automation initiatives, contributing to improved deployment efficiency and reduced manual errors.
· Worked closely with cross-functional teams to support production environments, resolve deployment-related incidents and ensure high availability of business-critical retail applications.
Client: Zurich Insurance, India                                                                                                                 Jun 2011 - Oct 2014
Build and Release Engineer
     
     Responsibilities: 
· Worked closely with development, QA and operations teams to support build and release activities for enterprise insurance applications, including Policy Administration, Claims Processing and Customer Portal systems. 
· Configured and maintained Continuous Integration (CI) pipelines using Jenkins, automating application builds, scheduled jobs and deployment workflows across Development, QA and UAT environments. 
· Managed source code repositories using Git and SVN, implementing branching, merging and version control strategies to support parallel development and release cycles. 
· Automated application build processes using Maven and Ant, reducing manual build efforts and ensuring consistent artifact generation across multiple environments. 
· Maintained enterprise artifact repositories using Nexus Repository, publishing and managing versioned build artifacts for deployment across testing and production environments. 
· Deployed Java-based web applications to Apache Tomcat servers and performed deployment validation, application health checks and post-deployment verification. 
· Supported hybrid infrastructure comprising Windows and Linux servers, assisting with application deployments, environment configuration and server administration, while participating in the migration of selected development and testing workloads to Microsoft Azure Virtual Machines during the later phases of the project. 
· Assisted in managing application data using Azure Blob Storage and supported database deployments and connectivity for Azure SQL Database environments as part of the organization's cloud adoption initiatives. 
· Supported application integration by assisting with messaging services using Azure Service Bus, enabling reliable communication between distributed application components. 
· Developed automation scripts using Shell Scripting, Bash, Python and PowerShell to automate deployment activities, log analysis, backup tasks and routine operational maintenance. 
· Performed Linux and Windows Server administration activities, including user management, service monitoring, log analysis, patch coordination and environment troubleshooting. 
· Utilized Puppet to automate configuration management and maintain consistency across development and testing servers. 
· Configured NGINX as a reverse proxy and load balancer to improve application availability and distribute incoming traffic across multiple application servers. 
· Monitored application and server health using Nagios, proactively identifying infrastructure issues and supporting timely incident resolution. 
· Coordinated release activities by preparing deployment packages, validating release checklists, scheduling production deployments and supporting rollback procedures whenever required. 
· Collaborated with development teams to troubleshoot build failures, deployment issues and environment-related defects, ensuring timely resolution and minimizing release delays. 
· Maintained build and deployment documentation, standard operating procedures and release notes while participating in Agile ceremonies using JIRA to track tasks, defects and release progress. 
· Worked with cross-functional teams to support production releases, perform post-deployment smoke testing and ensure stable application availability for business users.
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