MOUNIKA AINALA
Technology Risk & IT Audit | Information Security GRC Leader
Email: syed@srimatech.com | 
PROFESSIONAL SUMMARY
Technology Risk, IT Audit, and Information Security GRC leader with 9+ years of experience delivering risk-based control assurance across cloud (Azure/AWS), SaaS, on-prem infrastructure, and enterprise IT operations, including regulated and financial services environments. Expert in IT General Controls (ITGC) and security control testing, performing design and operating effectiveness reviews across logical access, privileged access, change management, SDLC, logging/monitoring, incident management, resiliency, and vendor/SOC report reviews.
Led and coordinated audit readiness and external audit support activities (ISO 27001 programs, PCI DSS and SOC 2-style engagements), partnering with technology owners, risk teams, and auditors to manage evidence, timelines, and remediation closure. Strong background translating complex technical findings into business-impact narratives for executives and Boards, with recurring status reporting and KPI-driven oversight. Experienced in developing and implementing GRC frameworks, monitoring compliance posture, and enabling risk-informed decision-making across enterprise environments.
Hands-on with audit automation inputs and continuous monitoring evidence using SIEM, vulnerability management, and cloud audit logs; comfortable building repeatable testing templates, evidence request packs, and quality assurance steps that scale. Proven ability to run multiple engagements concurrently, mentor team members, and drive pragmatic remediation plans that improve control maturity without blocking delivery.
CORE COMPETENCIES & EXPERTISE
· IT Audit & Technology Risk: ITGC, ITAC awareness, risk assessments, control design, operating effectiveness testing, audit scoping, walkthroughs, issue validation, remediation tracking.
· External Audit & Attestation Support: SOC 1/SOC 2, PCI DSS audits and report review; ISO/IEC 27001:2022 audits; ISAE 3402, NIST CSF, NIST SP 800-53, CIS, HITRUST CSF, COBIT, MITRE ATT&CK, GDPR, HIPAA, CCPA, CPRA concepts and compliance, auditor liaison, evidence management, audit calendars.
· Cloud & DevOps Risk: Azure, AWS, SaaS controls, cloud logging, IAM, secure SDLC governance, CI/CD control expectations (pipeline risk, code quality, segregation of duties).
· Security Domains: Authentication/authorization, credential management, PAM concepts, incident management, vulnerability management, threat monitoring, resiliency/availability controls.
· Analytics & Reporting: Excel (advanced), dashboards/KPIs, data-driven control insights, leadership reporting (Power BI/Tableau exposure).
· Third-Party Risk (TPRM): Vendor due diligence, SOC report analysis, contract security requirements, remediation oversight.
· Tools & Platforms: ServiceNow, Jira, Confluence, ControlMap (GRC), Rapid7 InsightIDR/InsightVM, Wazuh, Splunk, QRadar, Qualys, Tenable, CrowdStrike, Azure AD/Okta, Microsoft 365, Salesforce.
· Leadership: Engagement planning, stakeholder management, coaching/mentoring, quality reviews, executive communication.
CERTIFICATIONS
· ISACA Certified Information Systems Auditor (CISA)
· ISACA Certified in Risk and Information Systems Control (CRISC)
· CompTIA Security+
· Cisco Certified Network Associate (CCNA)
· Fortinet Network Security Expert (NSE) Level 5
· F5 BIGIP LTM Administrator
· Microsoft Azure Fundamentals (AZ-900)
· Azure Security Engineer Associate (AZ-500)
· ITIL Foundation
TECHNOLOGY & AUDIT TOOLKIT
· Cloud: Microsoft Azure, AWS (EC2, RDS, S3), Azure AD
· GRC/Workflow: ControlMap, One Trust, ServiceNow, Jira, Confluence, Remedy, Salesforce
· Security Monitoring/Vulnerability: Rapid7 InsightIDR, Rapid7 InsightVM, Wazuh, Splunk, IBM QRadar, Qualys, Tenable, CrowdStrike
· Infrastructure/Security: Fortinet, Palo Alto, Check Point, Cisco, F5 BIG-IP, SolarWinds, Wireshark, Bluecoat, Okta
· Reporting/Visualization: Excel (advanced); Power BI/Tableau (working knowledge; used dashboards/metrics and visual reporting in practice)
PROFESSIONAL EXPERIENCE
Lead Security GRC Consultant
TechSun Soft Inc (Client: SMX Limited) | Oct 2025 – Present
Role focus: Technology risk & controls consulting across cloud migration, new technologies, and audit-ready control assurance.
Responsibilities:
· Lead risk-based IT and security control assessments across Azure, AWS, SaaS, and on-prem environments; define scope, control boundaries, testing approach, and evidence standards aligned to ISO 27001, NIST CSF, and PCI DSS.
· Perform control walkthroughs and operating effectiveness testing using interviews, configuration/evidence validation, and control performance analysis; document results in audit-ready format (criteria, condition, cause, risk, recommendation).
· Developed and implemented GRC control frameworks aligned with ISO 27001 and NIST to standardize risk and compliance processes across engagements.
· Monitored compliance posture across multiple environments and reported risk and control effectiveness to senior stakeholders.
· Collaborated with cross-functional teams to embed security controls into business and cloud transformation initiatives.
· Assess ITGCs across logical access, privileged access/PAM concepts, change management, segregation of duties, logging/monitoring, incident management controls, and operational procedures in cloud and distributed environments.
· Build and mature an assurance program factory: standardized test scripts, evidence request packs, finding taxonomy, QA review steps, and remediation validation criteria to improve consistency across multiple engagements.
· Integrate continuous monitoring evidence (SIEM alerts/use cases, vulnerability scan results, and cloud audit logs) into control testing to reduce manual collection and improve repeatability.
· Maintain remediation plans with owners, due dates, and validation steps; provide recurring leadership status reporting focused on risk impact and corrective actions.
· Partner with technology teams and business owners to balance risk reduction with delivery timelines; ensure stakeholders understand audit requirements and control intent.
Environment: Azure, AWS, ControlMap, Rapid7 InsightIDR/InsightVM, Wazuh, KnowBe4, Microsoft 365, Salesforce, Okta, Azure AD

Security GRC Specialist
SMX Limited | Sep 2023 – Sep 2025
Role focus: Assurance program ownership, audit coordination, cloud/SaaS risk oversight, vendor/SOC review.
Responsibilities:
· Established and ran an annual assurance schedule with a defined reporting cadence; executed design and operating effectiveness reviews for 40+ key controls across access, change control, incident response, data protection, vendor management, and monitoring.
· Coordinated internal audit activities and supported external audits (ISO 27001 and SOC 2-style engagements); served as audit liaison and owned evidence packs, timelines, and responses to auditor requests.
· Mapped and assessed controls against ISO 27001:2022, NIST CSF, and NZISM; identified gaps, prioritized risks, and built remediation roadmaps with accountable owners and target dates.
· Produced Board/leadership metrics and dashboards (testing completion, remediation percentage, exceptions, awareness completion, vendor assessment throughput); translated technical control issues into business impact.
· Conducted structured risk assessments to identify vulnerabilities and define mitigation strategies aligned with organizational risk appetite.
· Supported organization-wide security awareness initiatives by tracking training completion and compliance adherence.
· Implemented continuous control monitoring using SIEM and vulnerability management outputs; ran monthly control health reviews and tracked trends to target high-impact areas (access, logging/monitoring, cloud posture).
· Led third-party risk management for 25+ vendors annually; reviewed vendor security posture and independent assurance artifacts (including SOC-style reports when available), negotiated requirements, and drove remediation tracking.
· Supported incident management governance and post-incident review actions; ensured evidence and reporting obligations were completed and improvements were tracked to closure.
Environment: Azure, AWS, ControlMap, Rapid7 InsightVM, Wazuh, KnowBe4, Microsoft 365, Salesforce, Okta, Azure AD
Security Assurance Analyst
Reserve Bank of New Zealand | Feb 2022 – Sep 2023
Role focus: Enterprise assurance in a high-regulation environment; risk assessments across cloud/on-prem and outsourced services.
Responsibilities:
· Delivered end-to-end assurance engagements across enterprise technology, including cloud services (IaaS/PaaS/SaaS), on-prem infrastructure, and outsourced/vendor-hosted environments.
· Conducted technology risk and control assessments to protect confidentiality, integrity, and availability; performed scoping, evidence requests, testing, findings, and remediation tracking.
· Reviewed new services and significant system changes for alignment with security policies, standards, and architecture requirements; ensured controls were designed appropriately prior to go-live.
· Evaluated regulatory compliance against internal security policies and external frameworks, ensuring adherence to governance standards.
· Produced compliance and risk posture reports highlighting key vulnerabilities and remediation progress.
· Performed Certification & Accreditation (C&A)-style assessments for higher-risk systems, documenting control implementation status and formal certification recommendations.
· Produced recurring assurance status reports for leadership with trends, key findings, and remediation progress; presented risk in business terms with clear action plans.
· Coordinated specialist vendor testing and integrated results into control remediation planning; evaluated assurances from external parties to confirm alignment with organizational risk expectations.
Environment: Qualys, Splunk, CrowdStrike, KnowBe4, Microsoft 365, SolarWinds, AWS, Azure, SaaS (Workday, Box, Mimecast, SharePoint)
Security Consultant
CCL (Spark Group) | Mar 2021 – Feb 2022
Role focus: Assurance methodology ownership, audit support, and cloud/application security reviews.
Responsibilities:
· Owned assurance methodology and operating model: templates, questionnaires, evidence workflows, reporting standards, and QA processes to improve repeatability and audit readiness.
· Delivered C&A assessments and ISAE3402 / ISO 27001 / NIST CSF / SOC2 gap assessments; created phased remediation roadmaps and tracked closure evidence.
· Designed GRC assessment methodologies and compliance frameworks to improve audit readiness and governance maturity.
· Supported internal audits aligned to management system expectations; maintained evidence repositories and ensured on-time delivery against audit schedules.
· Performed vendor security assessments and contributed to contract security requirements and SLA language to reduce third-party risk exposure.
· Conducted cloud and application security reviews and vulnerability assessments; validated remediation evidence and documented outcomes in an audit-ready format.
Environment: Tenable, Splunk, QRadar, KnowBe4, Microsoft 365, ServiceNow, Salesforce, SolarWinds, IAM platforms, IaaS/PaaS/SaaS/on-prem
Security Engineer
Revera / CCL | Mar 2019 – Jul 2021
Role focus: Security engineering + operations with strong control alignment (useful for ITGC testing credibility).
· Implemented and supported network security platforms (Fortinet, F5, proxy, monitoring) aligned to operational procedures, security standards, and change control expectations.
· Delivered firewall and network security deployments in multi-vendor enterprise environments; supported routing/security integrations (BGP/OSPF/MPLS) and customer-specific control requirements.
· Performed vulnerability assessments and technical compliance checks prior to production release; validated remediation and documented evidence for stakeholders.
· Developed SOPs and BAU reporting that improved operational consistency and strengthened control execution (operations, monitoring, access administration).
· Provided Tier 2/3 technical support while maintaining > 99% SLA compliance; communicated risk and resolution steps clearly to technical and non-technical stakeholders.
Environment: F5 BIG-IP, FortiGate, Check Point, Palo Alto, Cisco, Blue Coat, SolarWinds, HPE IMC, Arbor, CrowdStrike, QRadar, Microsoft 365, Azure endpoint protection
Senior Technical Specialist
Concentrix | Nov 2016 – Mar 2019
Role focus: Enterprise infrastructure security operations, monitoring, and automation foundations.
Responsibilities:
· Managed server hardening, patching hygiene, and user provisioning for an enterprise environment supporting 2,000+ employees; strengthened authentication/authorization and access administration processes.
· Helped implement a cloud platform and supported secure configurations; partnered with teams to align operational practices with security standards.
· Deployed and monitored endpoint security, network intrusion detection, and vulnerability management tooling, supported incident triage and reporting.
· Developed internal security policies, SOPs, and awareness training; improved control consistency and reduced recurring operational risk.
· Used scripting/automation (PowerShell and C# exposure) to streamline operational tasks and improve repeatability of administrative controls.
Environment: Linux, macOS, iOS, Microsoft 365, PowerShell, C#, Remedy, Active Directory, SIEM/EDR tooling
PROFESSIONAL REFERENCES
Available upon Request
